WUH®OPMALMOHHASI IAMSITKA
JIJIS1 OBYUYAIOIUXCS 1151 PASMEILEHUS
HA O®ULHUAJTBHBLIX UHTEPHET-PECYPCAX

C kaXXIIbIM TOZOM MOJIOJICKU B MHTEPHETE CTAHOBHUTHLCS OONbIIE, a IIKOILHUKH OTHU U3 CAMBIX aKTHBHBIX
nonb3oBarene Pynera. Mexy TeM, IOMHUMO OTPOMHOIO KOJIMYECTBA BO3MOXHOCTEW, HHTEPHET HECET U
po0aeMbl. JTa MaMsTKa JA0JIKHA IIOMOYb TeOe 0€30I1aCHO HAXOAUTHCS B CETH.

KoMmnbroTepHbIie BHpYCHI

KomnbroTepHbIil BUpPYC - 3TO Pa3HOBHAHOCTH KOMITBIOTEPHBIX MPOrPaMM, OTIIMYUTEILHONH 0COOEHHOCTHIO
KOTOPOM SIBIISIETCS] CIIOCOOHOCTH K Pa3MHOXKEHHUIO. B j0monHeHne K 3ToMy, BUPYChl MOTYT TIOBPEANUTH HITH
MOTHOCTBIO YHHUTOXKUTH BCe (DaIbl M TaHHBIE, TONKOHTPOJIBHEIE MOJIH30BATEN0, OT UMEHH KOTOPOro Oblia
3alynieHa 3apakeHHas Iporpamma, a TaKkKe IMOBPEIUTh WIN JIaXKe YHUUTOXKUTD ONEPALMOHHYIO CUCTEMY
co BceMH (aiiaMu B 11e10M. B GOIBIIMHCTBE ClTydaeB paclpoCTPaHSIIOTCS BUPYCHl Uepe3 HHTEPHET.

Mertonbl 3aIMThI OT BPEIOHOCHBIX MTPOTPaMM:

1. Hcnonp3yii coBpeMeHHBIE OIEPAaMOHHBIE CHCTEMBI, MMEIOIINE CEPHhEe3HBI ypPOBEHb 3alUTHI OT
BPEAOHOCHBIX IIPOIPaMM;

2. IocTosiHHO ycTaHaBmMBal madtd (HQPOBBIE 3aIUTaTKH, KOTOPhIe aBTOMATHYECKU YCTaHABIMBAIOTCS C
LIENTBI0 TOpAa0OTKH IPOrpaMMbl) M Jpyrue OOHOBJCHHS CBOEH OINEpalMOHHON cucTeMbl. CKauyMBal HUX
TONBKO € odunuanbHOro caifra paspaborunka OC. Ecim cymecTByeT peXWM aBTOMATHYECKOTO
OOHOBJIEHMS, BKIIIOUH €T0;

3. Paboraif Ha CBOEM KOMITHIOTEPE IO PaBaMH IOIL30BATENS, a HE aAMUHUCTPATOPa. ITO HE MO3BOIUT
OONBIINHCTBY BPEIOHOCHBIX MPOrPaMM WHCTAJLTMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4. Vcrions3yii aHTHBUPYCHBIEC IIPOrPaMMHBIE IIPOAYKTHI H3BECTHBIX IIPOM3BOIUTEIICH, C ABTOMAaTHIECKUM
0OHOBJIEHHEM 0a3;
5. Orpanuyb GU3HNYECKHUIA JOCTYI K KOMIBIOTEPY JUIS TOCTOPOHHUX JTUII,

6. lcrione3yii BHEITHNE HOCUTENH HH(POPMAIINH, TaKne Kak (uIelika, TMCK WK (Haiin u3 HHTEpHETa, TOIBKO
13 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkppiBaii KOMIBIOTEpHBIE (hailiIbl, IOMyYEeHHBIE U3 HEHAJSKHBIX HCTOYHHKOB. [laxke Te aitml,
KOTOpBIE TIPHCTIAN TBOW 3HAKOMBIX. JIydIiie yTo4HY y Hero, OTIPABIISUI JIH OH Tede HX.

Cern WI-FI

Wi-Fi - 310 He Bu mepenadn JaHHBIX, HE TEXHONOTHUS, a BCEro Juib OpeHa, Mapka. Eme B 1991 romy
HUJepIaHicKas KommnaHws 3apeructpupoBana OpeHny "WECA", dro o0o3Hadano cloBOCOYeTaHHE
"Wireless Fidelity", kotopslii mepeBoauTCs KaK "OecrpoBOIHAS TOYHOCTH' .

Ho Hamrero BpeMeHM Aoupia Apyras abOpeBwarypa, KOTopasl SIBISIETCS TaKOH JK€ TEXHONOrHed. OTo
ab6pesuarypa "Wi-Fi". Takoe Ha3BaHHe OBIJIO JaHO C HAMEKOM Ha CTaHIAPT BBICIICH 3BYKOBOH TEXHHKH
Hi-Fi, uto B mepeBoje 03HadaeT "BBICOKAst TOYHOCTH'.

Jla, GecriiaTHBI MHTEPHET-IAOCTYI B Kade, OTEIsIX W a’poIopTax sBISETCS OTIUYHON BO3MOKHOCTHIO
BbIXOZIa B MHTEpHET. HO MHOIrHMe 3KCHEepThI CUMTAOT, uTo oOIenoctynHbie Wi-Fi ceTH He SBISIOTCS
0€e30I1aCHBIMH.

Cosertsl 10 O6e30macHOCTH paboThl B 001IENOCTYMHBIX ceTax Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 uH(OpMaIuio yepe3 oOmenoctynubie Wi-Fi cern. Paboras B HuX,
JKeJaTeIbHO He BBOAUTH MApOJH JIOCTYIIA, IOTHHBI M KAKHE-TO HOMEPa,;



2. Ucnonb3y#t 1 0OHOBIISI aHTUBUPYCHBIE IPOrpaMMbl U Opanamayep. TeM camMbIM Thl 00€30IacHIb ceOst
OT 3aKa4KK BHPyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnone3oBanun Wi-Fi orkmoun ¢yakumo "OOmuii noctyn k QaiiinaMm u npuntepam". JlaHHas
(GYHKIMS 3aKpbiTa 10 YMONTYaHHIO, ONHAKO HEKOTOpHIEC IMOJB30BaTENM aKTUBHPYIOT ee Uil yaoOcTBa
HCIIOB30BaHus B paboTre wiu yueoe;

4. He ucnone3yit nyonuunasiii WI-FI 11t nepenauu IMYHBIX JaHHBIX, HAIIPUMEP LIS BBIXO/IA B COLIUAIbHBIC
CETU WJIH B JIEKTPOHHYIO MOUTY;

5. Hcnione3yit Tonbko 3amunienHoe coeaunenue uyepes HTTPS, a ue HTTP, t.e. npu nHaGope BeG-aapeca
BBOAM UMeHHO "https://";

6. B moomibHOM Tenedone orkimoun (yuHkmnuio "Tloakmouenue k Wi-Fi aBromatnuecku”. He momyckait
ABTOMATUYECKOTO MOJKITFOUEHHS yCTpoiicTBa K ceTsM Wi-Fi 6e3 TBoero cormnacus.

ConajJbHbIe CeTH

COHI/IaHI)HI)Ie CC€TU aKTUBHO BXOJAT B Hally XKU3Hb, MHOTHC JIIOIAU pa6OTaIOT " )KUBYT TaM IIOCTOAHHO, a B
Facebook yke 3aperucTpupoBaH MUJLIHAp] 4YEIOBEK, YTO SBJSIETCS ONHOW CEIbMOW BCEX IKHUTENeH
niaadersl. MHOTHE TOJIBL30BATENIM HE IIOHUMAIOT, 4YTO I/IH(I)OpMaHI/ISI, pasMe€li€HHasd MMHU B COIMAJIBHBIX
CeTIX, MOKET OBITh HaifjiecHa W MCIIOb30BaHAa KEM YIOIHO, B TOM 4YHCJe HE 00s3aTelnbHO C OnarumMu
HaMCpCHUSAMU.

OCHOBHBIE COBETHI 110 6€30MTACHOCTH B COIMAIIBHBIX CETSX:
1. OrpaHudb CIIUCOK Apy3ei. Y Te0s B APY3bIX HE TOMKHO OBITh CITyYaWHBIX U HE3HAKOMBIX JTFOJICH;

2. 3amuinaii CBOK YaCTHYIO JKu3Hb. He ykasbiBail mapomu, TenedoHsl, aapeca, AaTy TBOErO POXKIACHUS U
JPYTyIo THYHYI0 HHQOpMaInio. 3MOYMBIIIIEHHUKA MOTYT UCIONB30BaTh JIake HHPOPMAIIHIO O TOM, KaK
THI ¥ TBOHM POAWTENH TUTAHUPYETE TIPOBECTH KAHUKYJIBI;

3. 3amminai CBOIO PEmyTalHIo - IEPXKHU €€ B YHCTOTE U 3aJaBaii ce0e BOMPOC: XOTe Obl ThI, YTOOBI IPyrUe
MOTB30BATENN BUJICIH, YTO ThI 3arpyxkaenib? [logymaii, mpexjie 4eM 4To-TO ONMyOJIMKOBAaTh, HAIMMCATh U
3arpy3uTh;

4. Ecnu TBI TOBOPHIIG C JIFOABMH, KOTOPHIX HE 3HAEIIb, HE WCIONB3YH CBOE peasbHOE MM U APYTYIO
JTUYHYI0 THPOPMAIIUU: UM, MECTO KHTEIbCTBA, MECTO YUEOBI U MIPOUEE;

5. N3beraii pasmemienust potorpaduii B IHTEpHETE, TAC THI N300pa’keH HA MECTHOCTH, 10 KOTOPOH MOYKHO
OIPEACTUTh TBOC MECTOIIONIOKEHHUE;

6. [Ipu perucrpaunu B COUUAILHON CETH HEOOXOIMMO UCIIONB30BATh CIIOXKHBIE [TAPOJIH, COCTOSALIHE U3 OYKB
1 1P U ¢ KOIMYECTBOM 3HAKOB HE MeHee §;

7. JAns conmanbHON CeTH, MMOYTHI B APYTHX CATOB HEOOXOMMMO UCIIONB30BaTh pa3Hbie maponn. Toraa eciu
TeOs1 B3JIOMAOT, TO 3710YMBILUIEHHUKH ITOTYy4aT JOCTYI TOJIBKO K OMHOMY MECTY, @ HE BO BCE Cpasy.

JIEKTPOHHBIE JCHBIH

BHCKTpOHHLIe JACHBI'K - 3TO OYCHb y,[[O6HBIﬁ CII0co0 rmaTeH(eﬁ, OJHAKO CyHICCTBYHOT MOILICHHUKH, KOTOPBIC
XOTAT NOJYYUTh 3TH JACHBI'U.

BHCKTpOHHLIe JACHBI'M MOABUIIMCH COBCEM HEAABHO 1 UMCHHO M3-3a 3TOI'O BO MHOI'MX I'OCYAApCTBAX 10 CUX
IIOp HE NPOIHNCAHO MTPO HUX B 3dKOHAX.

B Poccum xe oHn (bYHKI_[I/IOHI/IpYIOT 1 O HUX YXKC IIPOIMHCAHO B 3aKOHC, TAC UX PA3ACIAIOT Ha HECKOJIBKO
BHUJIOB - aHOHMMHBIC 1 HC aHOHHWMHBIC. Pa3HI/IL[a B TOM, YTO aHOHUMHBIC - 3TO TC, B KOTOPLIX Pa3pClIacTCAa
MIpOBOAUTL OIll€paliuun 0e3 I/I,Z[CHTI/I(I)I/IKaL[I/II/I IOJB30BaTCiIsA, a B HCAHOHHMHBIX I/I,[leHTI/I(i)I/IKaLII/IH
MOJIL30BATENS ABIIICTCS 00I3aTENLHOM.



Taxoke CJICAYCT pas3jindaTb DJJICKTPOHHBIC (I)I/IaTHLIe JACHbBI' (paBHI)I rocy1apCTBEHHbBIM BaJ'IIOTaM) nu
OJICKTPOHHBIC Heq)I/IaTHI)IC JCHBI' (HC PaBHBI rOCy1apCTBEHHBIM BaHIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOI paboTe ¢ AEKTPOHHBIMH JICHbIaAMH

1. [IpuBsxu K cyeTy MOOMIIbHBIN TeneoH. ITO camblil yIOOHBIH 1 OBICTPBIH CIT0CO0 BOCCTAaHOBUTH AOCTYII
K cuery. [IpuBsi3aHHbIi TenedoH TOMOXKET, ecliv 3a0y/ellh CBOU TIATESKHBIN Mapoib UIIH 3aiIelb Ha CalT
C HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnone3yit oqHopa3oBbie maponu. [locie mepexona Ha yCHICHHYIO aBTOPH3aLUIO TeOe yxe He Oyner
yrpoXKaTh OMACHOCTb KPaKH MJIM TIEPEXBATa IIATEKHOTO Tapois;

3. BriOepu cioxHBIN mapoib. [IpecTynmHukam Oyner He MpOCTO yrajaTh CIOXHBIN maponb. HanexHbie
HapoIu - 3TO MAPOJIH, KOTOPbIE CO/lep KaT He MEHee 8 3HAKOB U BKIIIOUAIOT B ce0sl CTPOYHBIE U POIUCHbIE
OykBbI, IU(QPbI U HECKOILKO CHMBOJIOB, TAKHE KaK 3HAK Jouiapa, GyHTa, BOCKIMIATENbHBIA 3HAK U T.IL
Hanpumep, $tROng!;;

4. He BBOIU CBOM JTWYHBIC JAHHBIC HA CaiiTaX, KOTOPHIM HE JIOBEPSICIIIb.
DJIeKTPOHHAsI MOYTA

ONeKTpOHHAA TMoYTa - 3TO TEXHOJIOTHUA W TPETOCTABISIEMbIE €l0 YCIYTH IO MEPECHUIKE W MOTYIEHHUIO
JIEKTPOHHBIX COOOIIEHHMH, KOTOPbIE PACIPEACIAIOTCA B KOMIbIOTEpHOH ceTh. OOBIUHO 3JICKTPOHHBIMH
MMOYTOBBIA SIIMK BBIBIAAT CIACAYIONIMM 00pa3oM: HMs IOJb30BaTEII(@UMS_JOMeHa. Takxke Kpome
Mepeiady MPOCTOro TEKCTa, MMEETCs BO3MOKHOCTD TepeiaBarh (aiibl.

OCHOBHBIE COBETHI 11O 6€30IaCHOM paboTe ¢ AMEKTPOHHON TTOYTOM:

1. Hago BBIOpaTh MpaBWIBHBIA TTOYTOBBIA CEPBHC. B WHTEpHETE €CTh OrpOMHBIM BEIOOp OeCIIaTHBIX
MTOYTOBBIX CEPBHUCOB, OTHAKO JIYUIIIE TOBEPSTH TEM, KOTO 3HACIIH M KTO NEPBBIA B PEUTHHTE;

2. He vykaspiBaii B JUYHOW TMOYTe JHYHYI0 uHHpopMmanuio. Hampumep, ydiie BbIOpaTh
"My3bIKaTBHBEIN (panat@" wim "poxk2013" BmMecTo "Temal3";

3. Ucnonb3yit [BYXATAIHYO aBTOPHU3AIIUI0. ITO KOTJIa MOMHUMO Napodisi HY>KHO BBOIUTH KOJI, IPUCHUIAEMBIH
mo SMS;

4. Beibepu caoKHBIH Tapoitb. [ Ka>KJ0ro MOYTOBOTO SIIUKA TOTKEH OBITH CBOM HaIeKHBIHN, yCTOWIHBBINA
K B3JIOMY TIapOJIb;

5. Ecnu ecTb BO3MOXXHOCTh HAITUCATh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIIONB3YH 3Ty BO3MOXHOCTB;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SIIUKOB. 11epBbIi AJis1 YaCTHOM MEPENUCKU € aApecaTaMu, KOTOPhIM
ThI JOBEPsICLIb. DTO 3JIEKTPOHHBIN aIpec He Hall0 UCIONb30BaTh IPU PETUCTPaLlK Ha Gopymax H cailTax;

7. He oTkpeiBaii (haiiinel v Apyrre BIOKEHHS B TUChMAX, JJaKe €CIIH OHH MPHIILTA OT TBOMX Apy3eH. Jlydmie
YTOUHU y HUX, OTIPABIISUIN JU OHH TeOe 3TH (ailibr;

8. ITociie okoHYaHwMsI paOOTHI Ha IIOYTOBOM CEPBHUCE MTEPE] 3aKPHITHEM BKIIAJIKU C CAUTOM He 3a0y/Ib HaXaTh
Ha "Bemitu".

Ku6epOysinHI WM BUPTyaJlbHOE U31eBaTe1bCTBO

KubepOynmuHr - npecienoBaHue coOOMIEHUSIMU, COIEPKAIIUMUA OCKOPOJICHHS, arpeccHio, 3allyrHBaHue;
XyJIUTaHCTBO; COLHAIBHOE OOMKOTUPOBAHHE C ITIOMOILBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 O0pBHOE ¢ KNOEPOYIUIMHTOM:

1. He Opocatics B 6oi. Jlyummii ctoco0: moCOBETOBAThCS KaK ce0sl BECTH U, €CITH HET TOTr0, K KOMY MOXHO
00paTuThCs, TO BHaYaJe YCIIOKOMThCS. ECIi Tl HaYHEIIb OTBEYaTh OCKOPOICHUSIMU Ha OCKOPOJIEHHS, TO
TOJBKO ellle OoMbIle pa30XoKelIb KOH(INKT;



2. Ynpasisiii cBoeld kubeppenyranuei;
3. AHOHUMHOCTH B ceTd MHUMasl. CyIIEeCTBYIOT CIIOCOOBI BEISICHUTD, KTO CTOUT 32 aHOHMMHBIM aKKayHTOM;

4. He crout BecTH XyaUTaHCKHH 00pa3 BUPTYaJbHOM KHU3HHU. MHTEpHET (DUKCHpYeT BCe TBOU ACHCTBUS U
COXpaHsIeT UX. YIaluTh UX OyJeT KpaiiHe 3aTpyAHUTENBHO;

5. CoOnronait CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii ennHnuHbI Heratus. OIHOPa30BbIe OCKOPOUTENbHBIE COOOIIECHHS JTy4llle UTHOPHPOBATb.
OOBIYHO arpeccus MpeKpaaercs Ha Ha4yaJbHON CTaNu;

7. ban arpeccopa. B mporpamMmax oOMEeHa MIHOBEHHBIMH COOOIICHHUSIMHU, B COIIMAIBHBIX CETIX €CTh
BO3MOXXHOCTh OJIOKMPOBKH OTIPABKU COOOIIEHHI C OTNPEeNICHHBIX aJIpecoB;

8. Ecnu ThI cBuaerens kuOepOymuHTa. TBOM JAEHCTBHS: BBHICTYIUTH MPOTHUB MPECIEAOBATENS, MOKA3aTh
€My, YTO €ro JICHCTBHS OLIEHUBAIOTCSI HETaTUBHO, IIOJJIEPKATD JKEPTBY, KOTOPOU HYKHA IICUXOJIOTUYECKas]
ITOMOIIIb, COOOIIUTE B3POCIIBIM O (JaKTe arpeCCUBHOrO MOBEJCHUS B CETH.

MooOunbHbiii Tenedon

CoBpeMeHHbIe cMapT(OHBI U IUIAHIICTHI COAEPIKAT B ce0Oe BIIOIHE B3POCHbIN (YHKIIMOHAI, U TEEePh OHU
MOT'YT KOHKYPHPOBaTh CO CTAI[MOHAPHBIMH KoMIbioTepamu. OIHAKO, CPEIACTB 3aIlUThI JUIS MOTOOHBIX
YCTPOWCTB TTOKa O4€HB MaJI0. TecTHpoBaHNE U TIOUCK YA3BUMOCTEH B HUX IMPOUCXOIUT HE TaK MHTCHCUBHO,
kak s [1K, To sxe camoe kKacaeTcss 1 MOOMIIBHBIX TTPHIIOKCHHH.

CoBpeMeHHBIE MOOWIIBHBIE Opay3epbl YK€ MpaKTHYECKHd JOTHAIM HACTOIbHBIE AaHAJIOTH, OIHAKO
pacimpenre (yHKITHOHAIA BIIeUET 3a cO00i OONBITYIO CII0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTb.

Jlanexo He BCe MPOM3BOIAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHIECKUE YSI3BUMOCTH IS
CBOUX YCTPOMCTB.

OCHOBHbBIE COBETHI JijIs 0€30IMacCHOCTH MOOUIIBHOTO TenedoHa:

Hugero we sBisiercs mo-HacrosmeMy OecriaTHRIM. Byap ocTopokeH, Bemp Korga TeOe TMpemrararor
OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITH CKPBITHI KAKHE-TO TIIATHBIE YCIIYTH;

Hymaii, mpexxae gyem ormpaButh SMS, ¢oro wnu Buaeo. Tel TOYHO 3HAENb, TI€ OHU OyIyT B KOHETHOM
urore?

Heo0xomnMo 0OHOBIISTE OEPaIHOHHYI0 CHCTEMY TBOETO CMapTQOHa;
Hcnonp3yii aHTUBUPYCHBIC POrPaMMBI ISl MOOWITBHBIX TelIe(OHOB;

He 3arpyxail npunoxeHus OT HEU3BECTHOI'O HCTOYHHKA, BEAb OHH MOTYT COAEP)KaTb BPEJOHOCHOE
IIPOrpaMMHOE 00ecIeUeHuE;

[Tocrme Toro Kak ThI BRIAEIH C CalfTa, Tie BBOAMII JINYHYIO HH(POPMAIINIO, 3aiiIM B HACTPOWKH Opay3epa u
yaanu cookies;

[lepnoanyecku mpoBepsiid, KaKUe IIaTHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

Hasaii cBOil HOMep MOOMIIBHOTO TenedOHa TONBKO JIFOASM, KOTOPBIX ThI 3HAEIIb M KOMY JOBEPSICILb;
Bluetooth nomken ObITH BBIKIIIOUEH, KOTAA ThI UM HE Monb3yenibes. He 3a0bIBaii HHOTIA IPOBEPATH 3TO.
Online urps1

COBpCMeHHLIC OHHaﬁH—HFpBI - 9TO KpPAaCOYHBIC, 3aXBaTbIBAIOIIHEC PA3BJICUCHNA, 06’LC,I[I/IH}IIOH_[I/IG COTHHU
ThICAY YCJIOBCK I1I0 BCEMY MHUDY. HFpOKI/I HUCCICAYIOT I[aHHLIfI UM MHD, O6H_IaIOTC$I Apyr € Opyrom,
BBIIIOJIHAKOT 3adaHHd, CPAXKArOTCA C MOHCTPpAMU U TIOTYYarOT OIIbIT. 3a YAOBOJILCTBUC OHU IUJIATAT:
MOKYIIAar0T AUCK, OIJIAYUBAIOT a0OHEMEHT WU HpI/I06peTaIOT KaKHEC-TO OIIIHH.



Bce stu cpeactBa MAyT Ha MHOAAEPKAHUE M Pa3BUTHE UIPbI, a TaKke Ha caMy O€30IAaCHOCTb:
COBEPIICHCTBYIOTCSL CHUCTEMbl aBTOPU3AI[MH, BBIIYCKAIOTCS HOBBIE Maryd (UM(pOBBIC 3amiaTKU IS
MPOrpaMM), 3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomoOHBIX UTpax CTOUT OMacaThCsl HE CTONBKO CBOMX CONEPHHUKOB, CKOJIBKO KPasku TBOETO Mapois, Ha
KOTOPOM OCHOBaHAa CHCTEMa aBTOPH3AIMU OOJBITMHCTBA UTP.

OCHOBHBIEC COBETHI 110 OE30IACHOCTH TBOET'O HI'POBOTO aKKAyHTa!

1. Ecim apyroii urpok BemeT cedsl IUIOXO HIIM CO3AaeT Tebe HeMpHUSTHOCTH, 3a0JIOKUPYH €ro B CITUCKE
UTPOKOB;

2. Tloxkaiyiics aAMUHHCTpaTOpaM HUIPHI HAa IUIOXO€ MOBEIEHUE ATOr0 MTPOKA, JKEIATENhbHO MPIIOKHUTH
KaKHe-TO J0Ka3aTelbCTBa B BUJIE CKPHUHOB;

3. He yka3spiBaii 1n4nHyto nHGOPMAIUIO B Tpodaiiie urpsl;
4. YBakall APYTUX YYACTHHUKOB IO UTPE;

5. He ycranarnmBaii HeouiraibHbIe TATYH U MOJIBI;

6. Vcrionp3y#i CIIOKHBIC M Pa3HBIC TTAPOIIH;

7. JHaxxe BO BpeMs UIPbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loka ThI Mrpaems, TBOH KOMIIBIOTEP MOTYT
3apa3uTh.

OUIINHT WA KpaKa JIMIHBIX JaHHbIX

OObIYHOI Kpaskel JIeHer W JIOKyMEHTOB CETONHS YK€ HUKOTO HE YIWBHUIIIb, HO C Pa3BUTHEM HWHTEPHET-
TEXHOJIOTUH 3JIOYMBINICHHUKA TTEPEMECTIIINCh B MHTEPHET, W IPOMOIKAIOT 3aHUMATHCS "TIOOMMBIM"
JIETIOM.

Tax nosiBMITack HOBas yrpo3a: MHTEPHET-MOIIEHHUYeCTBa WK (PUIIMHT, TTIaBHAS [IEeTb KOTOPOTO COCTOUT B
MTONTYICHUH KOH(PUACHIIMATBHBIX JTaHHBIX TOIH30BATENCH - JIOTHHOB W Tapoiieil. Ha aHTHiicKoM s3BIKe
phishing unraercs xak ¢ummar (ot fishing - peiOHas 0B, password - Tapoms).

OCHOBHBIE COBETHI IT0 O0PHOE C HUTITHHTOM:

1. Cnenm 3a cBonM akkayHToM. ECITU ThI TO103peBactiib, 4TO TBOS aHKeTa Oblia B3JIOMaHa, TO HEOOXOIUMO
3a0JIOKUPOBATH €€ M COOOITUTH AIMUHUCTPATOPaM pecypca 00 3TOM KaKk MOXHO CKOpee;

2. Ucrmons3yit 6e30macHbIe BeO-CAHTHI, B TOM YHCIIE, HHTEPHET-Mara3nHOB U TTIONCKOBBIX CHCTEM;

3. Mcrionb3yii ClIOKHBIE U pa3Hble maponu. TakuMm obpa3oM, eciii TeOsi B3JIIOMAIOT, TO 3JI0YMBIIIICHHUKH
MOTy4YaT JOCTYH TOIBKO K OMHOMY TBOEMY MPO(QUIIIO B CETH, a HE KO BCEM;

4. Ecniut Tebs B3710MaITH, TO HEOOXOMMO MPETYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpPhIE TOOABIIEHBI Y TEOS
B IPYy3bSX, O TOM, 4TO TeOs B3JIOMAJIX U, BOSMOKHO, OT TBOETO MMEHH OyAET pacchulaThCs CIaM U CCBUIKU
Ha (UIIMHTOBBIE CANTHI;

5. YeranoBu HagexHbli napons (PIN) Ha MoOUIBbHBIH TernedoH;
6. OTKIIIOUM COXpaHeHue napois B Opaysepe;

7. He oTkpeiBaii (haiiinel v Apyrue BIOKEHHS B TUChMaX, JJaXKe €CITU OHH MPHIIUIH OT TBOUX Apy3ed. Jlydmre
YTOYHH y HUX, OTIIPABIISUIN JIU OHHU TeOe 3TH (HaiiIbl.

Hudposas penmyranus

Hudposas penyranms - 5TO HeraTHMBHAas WM MO3WTUBHAas MH(opMmauuss B ceth o TeOe.
Komnpomerupyromas napopmanus, pa3MelieHHass B UHTEPHETE, MOKET CEpbe3HbIM 00pa3oM OTPa3UThCA



Ha TBoel peanbHOH ku3HU. "Lludposas pemyramus" - 3TO TBOM HMHUIXK, KOTOpPBIH (opmupyercs u3
uHpopMaIHy o TeOe B MHTEPHETE.

TBoe MecTO KHUTCIBCTBA, yqe6L1, TBOC (bI/IHaHCOBOC TIOJIOKCHUC, 0COOEHHOCTH XapakTepa U pacCkasbl O
ONIM3KHX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyONuKaluy JH4HOi nHpopMmanuu B MHTepHeTE, HE
MOHWUMAasT BO3MOXHBIX TOCIEACTBHMA. Thl Nake HE CMOXEIIb I0rafaThbcs O ToM, 4to (otorpadus,
pasmelieHHas 5 et Hazaj, cTaja IPUYMHON OTKa3a MPUHSATH TeOs Ha padoTy.

KommenTapuu, pasmenienne TBoux Qororpaduii U Apyrue IEHCTBUS MOTYT HE MCUYE3HYThH JlaXKe MOCie
TOTO, KaK THI X yIanuiib. Thl He 3Haellb, KTO COXpaHMI 3Ty HH(OPMAILIUIO, MToTaja M OHa B IIOMCKOBBIC
CHCTEMBI Y COXPAHWIJIACh JIM OHA, 4 TNIABHOE: YTO MOIYMAIOT O TeOe OKPYXKAIOIHE JIIOU, KOTOpble HaliayT
W yBUZAT 3T0. HaiiT nH(MOpMaInio MHOTO JIET CITYCTsI CMOXKET JIF00OH - Kak U3 J0OPBIX OOYXKICHHH, TaK
W C HAMEPEHUEM MTPUYMHUTH BPeJl. ITO MOXKET OBITh KTO YTOITHO.

OCHOBHBIE COBETHI IO 3aIIUTE TUPPOBOH PEyTAIUH:
1. [Momymaii, mpex/ie yeM 4To-To MyOIMKOBATh U TIepeaaBath y cedsi B O0Ore WiIM B COIUAILHOM CETH;

2. B Hacrpoiikax npoduisi yCTaHOBH OrpaHWUYEHHsI Ha MIPOCMOTP TBOEro MPO(HIS U ero ConepKUMOro,
c/enail ero TonpKko "mist mpy3eit';

3. He pa3sMernaii 1 He yka3biBali HH(POPMALIUIO, KOTOPasi MOXKET KOT0-TM00 OCKOPOJISTh MU OOMIKATh.
ABTOpCKOE NIPaBo

CoBpeMeHHbIE MKOJIHHUKH - aKTHBHBIE TIONB30BaTeNu nr(poBoro mpocrpanctsa. OmHAKO AAJEKO HE BCE
3HAIOT, YTO MOJIH30BAHHE MHOTUMH BO3MOKHOCTAMH HH(PPOBOTO MHUpPa TpeOyeT COONMIONEHUS IMpaB Ha
HMHTEIUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTEIIEKTyanbHass COOCTBEHHOCTh' OTHOCHUTCS K Pa3IMYHBIM TBOPEHHUSM YEIIOBEYECKOTO yMa,
HAuWHAs C HOBBIX M300pETCHUI M 3HAKOB, 00O3HAUYAIOMIMX COOCTBEHHOCTh HA TIPOAYKTHI M YCIYTH, W
3aKaH4MBask KHUTamu, Gpororpadusmu, KHHOQUIEMAMA ¥ MYy3bIKATbHBIMU POU3BEICHUSMHU.

ABTOpCKHE TIpaBa - 3TO TpaBa Ha WHTEIUIEKTYallbHYI0 COOCTBEHHOCTh Ha TPOW3BENCHHS HAYKH,
JTUTEpaTypel W MCKYCCTBA. ABTOpPCKHE TIpaBa BBICTYNTalOT B KadecTBE TapaHTHH TOTO, YTO
WHTEIUICKTYalIbHBI/TBOPYECKHI TPyl aBTOpa HE OyAeT HampacHbIM, JacT €My CIpaBeIIuBbIe
BO3MOXKHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOETo TPY/a, IMOIyYUTh H3BECTHOCTD U Mpru3HaHue. Hukro 6e3
paspeleHusi aBTOpa HE MOXET BOCIPOU3BOIUTH €ro IMPOW3BENEHNE, PaCHPOCTPaHATh, ITyOTMIHO
JIEeMOHCTPHUPOBaTh, TPOJAaBaTh, HMIIOPTUPOBATh, IyCKaTh B MPOKaT, IMyOIHMYHO HCIIOTHSATH,
TTOKA3bIBAaTH/UCIIONHATH B dHpe WK pa3Memiats B lHTEpHETE.

Hcnonp3oBanne "muparckoro”" mporpaMMHOrO obOecredeHus] MOKET NMPUBECTH K MHOTUM PHCKaM: OT
MOTEPH JAHHBIX K TBOMM aKKayHTaM J10 OJIOKMPOBKH TBOETO YCTPOWCTBA, II€ YCTAHOBJICHA HEJErajJbHAs
nporpamma. He cTout Taxoke 3a0bIBaTh, 4TO CyLIECTBYIOT JIEralIbHbIE U OECIUIaTHBIE IPOTPAMMBI, KOTOpBIE
MOYKHO HalTH B CETH.

O nopraie

CereBnuok.pd - TBOH IIaBHBIM COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O OE30MIACHOCTH B CETH
MOHSATHBIM U IOCTYITHBIM SI3BIKOM, @ IIPU BOSHUKHOBEHUH KPUTHUUECKOW CUTYallUN O0OPATHTHCS 38 COBETOM.
A Taxke NPUHATH Y9acTHE B KOHKYPCaX U CTAaTh CaMbIM HHA(POBBIM TPaKAaHUHOM !



